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Context
Drones are becoming increasingly popular because of their unique capabilities in transportation
and monitoring, however they are not still safe enough to be integrated into the public air
space. One way to improve a system’s safety is to develop detective mechanisms to learn from
previous (mis)behaviors and increase the accountability of the system. A system can be made
more accountable by inclusion of a detective mechanism to log necessary information during
the operation and analyze them post-mortem[1]. Such a diagnosis tool can be very beneficial
for the drone stakeholders. For example, users can have a better understanding of the root
cause of their crash and try to avoid their mistake in the next flights. designers can learn from
previous faults and improve the safety of their design. Testers can propose more effective test
cases by analyzing the previous failures.
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Richness of the logs have significant effect on the outcome of the diagnosis process.
Instrumentation applied at run-time is called dynamic instrumentation and instrumentation
applied at compile time is called static instrumentation[2]. Our available drone autopilot[3], has
only a static instrumentation mechanism to profile the main loop execution time. The generated
information by that mechanism is not rich enough for diagnosis applications. Thus we need
to instrument the autopilot software to generate more information about the autopilot runtime
behavior. There are several available tools in the literature for instrumenting an embedded
software [4,5,6,7] but there is no concrete evaluation on complex embedded systems such as
drones. In this project, we will survey the state of the art in instrumenting time-critical software
and compare the applicability of available technologies for instrumenting our drone’s autopilot.

Goal
The goal of this thesis is to instrument and analyse an autopilot software for drones, while
considering the granularity of the logs and the performance of the autopilot

Working Plan
(a) What kind of information can be generated by instrumenting a software (tracing,
profiling and etc.)
(b) What are the limitations in instrumenting an embedded software
(c) Write a state-of-art survey of instrumentation technologies for embedded systems
2. Analyze the autopilot software
(a) Identify main components of the autopilot software and its architecture
(b) Identify performance limitations of the autopilot available in the lab
(c) Analyze applicability of existing instrumentation mechanisms for logging the autopilots
3. Instrument the autopilot code
(a) Implement one static instrumentation mechanism on the autopilot
(b) Implement one dynamic instrumentation mechanism on the autopilot
(c) Implement one parallel hardware instrumenter mechanism on the autopilot
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1. Do a survey on static and dynamic embedded software instrumentation

4. Analyze the results
(a) Analyze the performance of the instrumented software on the simulation environment
and the real drone
(b) Discuss the trade-offs between logging granularity and performance of the autopilot
5. The final thesis document must contain:
(a)
(b)
(c)
(d)
(e)
(f)
(g)

Description of the problem and motivation for the chosen approach
State of the art survey of the literature
Rationale for choosing certain technique(s) for implementation
Implementation description
Performance evaluation of different instrumentation techniques
Discussion on potential performance issues
Conclusions and future work
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Deliverables
• Docker container with the source code of the implementation
• A demo of the implementation, including instructions on how to run the demo
• Technical report with comprehensive documentation of the implementation, i.e. design
decision, architecture description, API description and usage instructions
• Final thesis report written in conformance with TUM guidelines
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